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Assigning Pointer Out of
Range
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#Hdefine ELEMENT_LEN 20

void TestePointerBangeBrror¥ar(vaid)

int raiElements[ELEMENT_LEN] ;
int *pint = rgiElements + ELEMEWT_LEN - 1;

++pint; //legal
++pint;: SFillegal

I
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void+ ptr = malloc(d);
void +ptr2 = (char+)lptr + &;
Af Two errors are generated here:
A The right side evaluation will generate a 'pointer arithmetic range error’.
A7 The assignment to ptrZ will generate a 'pointer assignment range errar’ .

void +ptr3 = myFun{ptr2);

/¢4 - this line gives two errors: .
A using ptr2 will generate a 'pointer argument range erraor’,
F¢ The assignment to ptr3 will generate a 'pointer assignment range errar’ .
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#include «<string.h=
#include <mbstring.hz
#include <windaws . h=
int main({int arge, char+ arge[])
byte buffer[20] ;
bytex patart:
bytes pTenp:
A This function is intended to decrement a pointer

A within a block, based on knowing the starting address
?? of the block.

A pTemp is out of range of the buffer starting at pStart

potart = buffer:

pTemnp = pStart + 40:

pTenp = _nbsdeci{pStart, pTemp);
return O

Pointer Out of Block




Reading/Writing Overflows
Memory
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char array[10];

int #ptr = (int+)( array + 8); // this pointer is valid, as it points within the array
int n = *ptr; A¢ error, because we're within 4 bytes of the end
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char z[10];
strepy (2, "4 simple test”™);



Unallocated
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int main{int argc, char+ argv[])

char + ptr = (char +) Ox0BADFOOD;
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Reading Uninitialized
Memory
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struct square bow:

int area:

box.width = &;

area = box.width+box. height; // Height is not initialized
printfi“area = %d¥n", areal;



Bad Write Pointer
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#include <string.h>
int main{int argc, char+ argw[])
char strinall = "Test":
/¢ Read only destination pointer.

strepy("Read only literal string”, stringl;
return O:



Static Memory Overrun
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void function_t { void )

static char arraw[10];
strepy § array, "This will overwrite ");



Dynamic Memory Overrun
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char+a = (char+jmal loc {10);
memset (a, O, 123:
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Buffer or Parar
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int main{int argc, char+ argv[])

char + string:
char + huffer:

string = (char =) malloc{10);
buffer = {char +) LocaldllociLPTR, 100};

strncpyistring, "1234567334°, 100;

A¢ Error: Source String is not terminated
strepy(buffer, string);

return O:
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Subscript Overrun: Array
Subscript Value Exceeds
Array Size
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char buffer[10][20];
int = 3;

= 2h;

I:Iff = &butfer[n] [m] - buffer(0]:
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Dangling Allocation

Reference
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char *f=I;|:h +inal loc(10);
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Unrelated

Comparisor

Pointer
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void PointerConparelnrelated()

H&4HMDLE
HLWDLE
LRYOID
LRYOID
char

hHeapl =
hHeap? =
pBufferi
pBuffers

hHeapl ;
hHeap?:

pBufferl; // Buffer in heap 1
pBuffer?; // Buffer in heap 2

StackBuffer[100] ;

HeapCreate(0, 4096,
HeapCreate(0, 4096,

Heaph| locthHeapl,
Heaph| |ocihHeap2,

8192) ;
8192);

HEAP_ZERO_MEMORY, 100) ;
HEAP_ZERC_MEMORY, 100] ;

A The following two comparison should cause
Jf unrelated pointer errors

if (pBufferl < pBufferZ)
printf("Conparing the address of two different heap blocks is undefined.#n");

if (pBufferl < &StackBuffer)

printf({"Comparing heap and stack addresses is undefined. #n”);

HeapFree{hHeapl, 0, pBufferl): HeapDestrow(hHeap!);
HeapFree(hHeapZ, 0, pBuffer?): HeapDestrov(hHeap2):



Memory Leak
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void function_test()

int +intptr;
intptr = new int [1000];
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Interface Leak
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LPLUNENCOMN | pUnk ;

HRESULT hr = CoCreatelnstance (clsidlFace, NWULL, CLSCTX_INPROC_SERVER, |10_IUnknown, (LPYOID+)& pUnk) ;



Leak Due to Leaked Block
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struct mystruct

voids ptr: /F Pointer to a block of memory
int i;
mystruct{) {ptr = malloc (19);

. ~mystruct{) {1 freelptri; T

vaoid LeakDuetoleak!)
A Wllocate a structure, Mote that this structure
Aéowill automatically allocate a black of memory and
£ assian it to "ptr” within mystruct,

mystruct+ pBlock = new mystruct;



Memory Leaked Due to
Unwind
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A leak_unwind . cpp © Defines the entry point for the console application,

#include "stdio. h”
#include "stdlib.h”

void GenerateBxception{vaid)
char *Buffer = (char ) malloc{2d);

int *BadPointer = HULL:
+BadPointer = 12345; /7 Generate an exception

return:
3
gnid LeakDueToBxcept ionTest(void) 7/ try ... catch block
try
GenerateException();
catc? (...)
printf({"Caught the exception...#n");
return:



Memory Leaked Due to Free

M ALY A AFR S B LOIE O HP2IE oM G

AN EsE 3R

Eﬁﬁedef struct ptrblock

char +ptr;
PooAZ;
A7 +p;

p o= (A7 +Inallocisizeof(+p)l;:
p->ptr = (char+imalloc(10);
freeipl;



Memory Leaked Due to
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char +c, d[10]:
c = échar +Imal lac{10);
c o= d;



Memory Leaked Leaving
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vaoid getmemt )
char +d:
d = (char+mal loc{10);
return:

int main{int argc, char+ argv[])

getmen();
return O:



—unction Pointer Is Not a
Jnction
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(Bad Indirect Call)



Variable
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char +MakeFul IMamelchar +FirstHame)

char array[80];

strocpylarray, FirstHame);

strecatfarray, "Smith”™);

Af Beturn pointer to local wariable
return arraw:

tatl HL-2 DS HLU, s&EY
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Returning Pointer to Local



Resource Leak on
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#Finclude <windows.h>
Elass CloadLibrary

public:
?LuadLihrar?()

m_bWinzockDl 1 = ::loadLibrarya{ “mpr.di1"]};
~CloadLibrary(){}
private:
HMODULE m_hlLoadedDl | ;
int main{int arac, char+ argv[])
CloadlLibrary LoadedD| 1 ;

return 0:
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Pointer Passed When a
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void AccessHandlePtrivaid)
LPYOID hHandled = Globaldl loc{GMEM_MOYEABLE, 47):
//a block with both handle and ptr.
void+ pPointer = GloballLock({hHandled);
A# Error: Invalid handle in GlobalRealloc, a pointer
to a locked memory block can not be used as

A handle to reallocate a new block.

void+ plewPointer = GlobalRed!l loc(pPointer, B9, GMEM_MOVEABLE) ;
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Pointer Not at the Beginning
of the Allocated Block
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#include <windows.hz>

int maintint arac, char+ argv[])

HANDLE hHeap = GetProcessHeap():

woid + pPointert = Heapd | loc(hHeap, 0, 42);
size_t nBlockSizel = HeapSizelhHeap, 0, pPainterl);
woid+ pPainter? = (char+) pPointer! + B;

CWORD nsize:

A¢ Error: pPointer? does not point to the start of the heap block
nSize = HeapSize(hHeap, 0. pPointer?):
HeapFreeihHeap, O, pPointeri):

return O
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char +a:
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a = ney char:
freefal;

return 0O:
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Memory Allocation Conftlict:
Module Conflict
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Destroying Process Heap
-reed Handle Is Still Locked

—unction Refers to a Zero Length
Block

Handle Is Already Unlocked

nefficient Use of
GlobalAlloc/LocalAlloc

Nonzero Lock Count




Handle Passed Instead of a

Polinter to Memory
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#include “windows.h”
int main{int argc, char + argy [])

A Example, calling LocalHandle() with a handle, rather
Af than with a (locked) pointer. The function should

£f only be used on pointers, and only pointers to

Af moveable blocks,

HLOCAL handle = Localdlloc (GMEM_WOYELBLE, 421;

AfErrar, should be passing in a pointer
HLOCAL h2 = LocalHandle (handlel;

LocalFree (handle);

A Example, calling GlobalHandle{) with a handle, rather
Af than with a ({locked) pointer. The function should

Af only be used on pointers, and only pointers to

A¢ moveable blocks,

HLOCAL hGlobal = Globaldlloc (GMEM_WMOYEALBLE, 42):

J/Errar, should be passing in a pointer
HLOCAL hMewHandle = GlobalHandle (hGlobal);

GlobalFree (hGloball;
return O;



Polinter
Unlocked
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HANDLE hMen;
LPYOID |pPtr;

Re
Me

mory

‘erences

3lock

L OIE E Lock 810 A=

hMen = Glabalbl loc(GHND, Ox100); Ffb) locate moveable memary

lpPtr = GloballLock(hMen);

GlobalUnlock(hMen) ; AAnlock pointer

memset { | pPtr,0,0x100) ;
GlobalFree(hMen);

AiGet pointer to memory

£flUze pointer and BC complains
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#Finclude “windows.h”
int main{int argc, char+ argw(])

H4MOLE  hHeapl ;

HAMOLE  hHeap?Z:

void = pBlock:

BOOL  status:

hHeapl = HeapCreate(0, 81592, 1B6334);

hHeap? = HeapCreate(d, 8192, 16334);

pBlock = HeaphllocihHeapl, HEAP_ZERC_MEMORY, &4);
/¢ Errar: Should be hHeapl

status = HeapFreei{hHeap?, 0, pBlock);

return 0



Commit Exceeds Reserve

irtualAlloc =00l A 0= HIZ2 20 2 K22
E 4ol 48R

CWORD Size = 2043:
LPYOID Memory = Yirtualdlloct EULL,
iza,
MEM_RESERVE, A4 bl location type
?#GE_HEADWHITE /¢ Page Protection

A now commit it but for a much bigger size

Yirtualdlloci Memory, // desired address — from the previous reserve
Size = 10,

MEM_COMMI T, A4 bl location tvpe
?#GE_HEADWHITE /4 Page Protection
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