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@& http://192.168.70.130/sql/i...

SQL Injection &5
Login
ID “or'='

P W oooooool

Where name="&id& " and
password="&password& ™"

strSQL="select name, password from log

Where name=" or
password=

=" and

~ )
strSQL="select name, password from login

Yo SHRT | @ http://192.168.70.130/sql/.. |_|

Mo v ] o v HOXP) v OHH(

form id===>"or"'='

e 222 45 st SULl.

webdb, S

o= T-"E —"I_‘I_._

select name,pasawurd from login
where name = "'or''=""

and password=""or"'="'

admin
test
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SOL 4 (2/5)

& X535} 324 =31 E 0|23t SQL Injection &4

Microsoft OLE DB Provider for SQL Semver error 'S0040g14'

o

O DiE1Y T11AH ORDERBY zipcadz ASC ZAE W 517/ 42 01 230t g

fwmwfinnaboard2/member/zipcods ok asp, line T1

SQL Xt Al DB ofj2] Al

LRL http:/f192.168.70.1 -[zipcode_ok.
Type String - | pB MSSQL with Error | keywerd
— Comma ]ipconﬁg Jall
e ——— AL [hrb:l.f;'lgz.168.?0‘130fnnAﬂnnoboardmeember;’mpcode_ok‘asp?address— l E i . .
N y Type xp_cmdshel - ¥ 0 resyl
Information - i - S
Microsoft SQL Server 2000 - 8.00. 194 (Intel X86) Aug 6 2000 00:57:48 Copyr TYDE Stlng DB MSSQL Mm Eerr KEY\MUrd
webdb
ST Data
A localdomai
o - - - : localdomain
Publc TEXEE i 2 M Al i e re Accelerated AMD PCNet Adapter
master, tempdb, model, msdb, pubs, Northwind, webdb, = « |1 admin testtd  ZHEIRE webmaster@gosu.com 811111-11 ) ) AD-FB-D7
o e 2 test0D0 testi0 HIAED testd@test.com 81111111 JHCP Enabled.
C¥WFrogram FlesMiicrosoft SQL Server WMSSQLHdata hnodelmaf 3 test00l testdd EHAE1D testi@test.com 81111111 A j"r';f'gu'?t
8 i AdC
e e 4 o b HAED sxdean Sl Subnet sk
Ci#Fragram FilesWiicasoft SQL Server WMSSOLdataWnorthnnd mdf name -5 testd03 testld EHIAE3 zaa@aaa.com 811111-11
-4 e vwebdb_
e emai 6 testond testio BIAE4 testigtesteom 81111114
= ard Drive Ou 1 7 testios testto HAES 1@tcom 8111111
i CDROM .
=M Localgropus Admumswamrs Backup Operators, Guests, Power Users, Replicator, Users, Jumin 8 testl0s testdd EIAEs dreamkdc@naver.com  811111-11 Lease ]bfall'lelj
dmnsates - BEESHAN 2= 4+ S HY 22T O nickname 9 test0d7 testdd EHAE7 zeatt@asd.com 311111-11 Lease Expires . .
L8 S HEsAL 225 217
\g§0§7\}ax|] Z;DD rE 1 O msg_tool - 10 test00B testod | AE8  ampjdirgamp; 811111-11 -
2= BRS WIS BT HTE S 02 A =2 [ msq id 11 test009 testld HIAE9 sample@emailtst  811111-1111115 I AIﬁEél % %0" fgl‘gl
O birthday :
DB x.l E % E‘I- D ziDcode W

O DB ALRX} 0|2 FTUOHAME A
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SOL &< (3/5)

19:
20:
21;

PreparedStatement stmt = null;
try {
/] 25 2B 0|M H 0|2 H(tablename)t AFE X} H(name)2 &I H =Lt
String tableName = props.getProperty("jdbc.tableName");
String name = props.getProperty("jdbc.name");
String query = "SELECT * FROM " + tableName + " WHERE Name ="
stmt = con.prepareStatement(query);
rs = stmt.executeQuery();
ResultSetMetaData rsmd = rs.getMetaData();
while (rs.next()) { ...... }
dos.writeBytes(printStr);
} catch (SQLException sqle) { ...... }
finally { ...... }

QTSN g AC
+ nName,

2]



SOL 4 (4/5)

—

“SELECT * FROM " + tableName + " WHERE Name = ' + name + ™"

tableName: userTable name: gildong

C "SELECT * FROM userTable WHERE Name = 'gildong""
tableName: userTable name: name' OR 'a'="a

C "SELECT * FROM userTable WHERE Name = 'name’' OR 'a'='a""

tableName: userTable name: name'; DELETE FROM userTable; --
C "SELECT * FROM userTable WHERE Name = ‘'name’; DELETE FROM userTable; --'"

KISA

TRAUEHATZ A
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22:
23:
24

......

String tableName = props.getProperty("jdbc.tableName");
String name = props.getProperty("jdbc.name");

/] S8 ZO|RO=E MME|X| YL F PreparedStatementE AFESHCE
String query = "SELECT * FROM ? WHERE Name =7 *;

stmt = con.prepareStatement(query);

// AERZE @i Eloh HIO|H & setXXX(gt+2 MLt
stmt.setString(1, tableName);

stmt.setString(2, name);

rs = stmt.executeQuery();
ResultSetMetaData rsmd = rs.getMetaData();
int columnCount = rsmd.getColumnCount();
String printStr = ",
while (rs.next()) { ...... }
dos.writeBytes(printStr);

} catch (SQLException sqle) { ...... }

finally { ... }

23
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int a = 2147483647;

int b = 2147483647; ‘ _2

System.out.println(a+b);

int 49 oug2e
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A4 QHIELQ (2/2)

......

2: public static void main(String[] args) {

3 int size = new Integer(args[0]).intValue();

4. size += new Integer(args[1]).intValue();
5: MyClass[] data = new MyClass[size];

D
o
=2
S
2
&2
rlo
kL
In

6.
¢ essees

7

T  empac
2: public static void main(String[] args) {

3: int size = new Integer(args[0]).intValue();

4. size += new Integer(args[1]).intValue();

5: // B @2l 37| gt0] &4=240| Ot ElX| HAtStLt.

6: if (size < 0) return ;

7 MyClass[ ] data = new MyClass[size];

8 ...

5 = H3:7} 0| H K2| IYOIM SHEZ 0] Qi S5zt Wt
% o0E 0|2 Heo| gt HYIE HARLL

[
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2. APl 2.8

- SIEE Ao B BHOZ APIE ASSIHLL Herf A
oISt APIE AHB3IO] B £ Qe HONYE

1) HOFHAFO O|FE FAIE "*-’FE(IVIS)
- memcpy(), copymemory(), rtlcopymemory()
2) N&Ho W= Argo| gAIE API
- J2EE: System.exit(), J2EE:Main()

3) FYYl=E Q1o g4 MY

- Scanf() => Scanf s()
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public class U259 { OFMBIR| o
private Connection conn;

public Connection DBConnect(String url, String id) {
try {

conn = DriverManager.getConnection(url, id, "tiger");
} catch (SQLException e) {
System.err.printin("...");

}

return conn;

KISA
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=O0t27| 2, unicode S HYLANA 210 2= =F(MS HAMNA C}2 715)

IC s strin

EN mE|ip oie Ze=oE ||~ E | (S|

vIClozellserDict WU
HupHjDic 1.8 Type Libraryll
HanjaDB Cla=s=sW
IHanjaDB Interface
Open WU
Clozellld
AppendI teml!
Deletelteml!
Updateltens
GetItemsLWLW
Getltems Exl)
InzertlItemi!
InitUserDictWiWU
IzExistItem
ReOpenlUserDicth
ClozelserDictWi
Created by HIDL version 6-.8AA_B8361 at Fri Aug @5 @9:-42:685 200805
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ofEZEE IfAQE (3/3)

1:  public class S259 { m
2 public Connection connect(Properties props) throws NoSuchAlgorithmException,

NoSuchPaddingException, InvalidKeyException, IllegalBlockSizeException,
BadPaddingException {

3 try {

4 String url = props.getProperty("url");

5: String id = props.getProperty("id");

6: String pwd = props.getProperty("passwd");

7.

8 /25 278 TEHM HAAEE 7IMH, WA ET 40| A=A MAsta /=
9: if (url '= null && !"".equals(url) && id != null && !"".equals(id)

10: &8& pwd = null && !"".equals(pwd)) {
11: KeyGenerator kgen = KeyGenerator.getlnstance("Blowfish");

12: SecretKey skey = kgen.generateKey();

13: byte[] raw = skey.getEncoded();

14: SecretKeySpec skeySpec = new SecretKeySpec(raw, "Blowfish");

15:

16: Cipher cipher = Cipher.getlnstance("Blowfish");

17: cipher.init(Cipher.DECRYPT_MODE, skeySpec);

18: byte[] decrypted_pwd = cipher.doFinal(pwd.getBytes());

19: pwd = new String(decrypted_pwd);

20: conn = DriverManager.getConnection(url, id, pwd);

21: }

22: } catch (SQLException e) {

N
w
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2E FeA: 2|8k HAES v |stE HAER 22 e
1: class FileMgmtThread extends Thread { OINSIA|
2 private String manageType = "";

3: public FileMgmtThread (String type) {

4. manageType = type;

5: }

6: public void run() {

7 try {

8: if ( manageType.equals("READ") ) {

9: File f = new File("Test_367.txt");

10: if (fexists()) { // BreF MU O] EXSIH LY ES A=

11: BufferedReader br = new BufferedReader(new FileReader(f));
12: br.close();

13: }

14: } else if ( manageType.equals("DELETE") ) {

15: File f = new File("Test_367.txt");

16: if (fexists()) { // THeF mHAO| EXHotH IS AMx| g

17: f.delete();

18: } else {

19: ;

20: }

21: }

22: } catch (IOException e) {

23: }

24. }

25 }
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FE Mstal: 27)skE HlAES w|E7|ske HAE R A

26: public class CWE367 { OIM3IA| g2 IALC
27:  public static void main(String[] args) {

28: // THEol f17[e LU S MASts AE SAI0| A otrCt.

29: FlleMgmtThread fileAccessThread = new FileMgmtThread("READ");

30: FileMgmtThread fileDeleteThread = new FileMgmtThread("DELETE");

31: fileAccessThread.start();

32: fileDeleteThread.start();

33: }

34: '}
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class FileMgmtThread extends Thread {
private static final String SYNC = "SYNC";
private String manageType = ""
public FileMgmtThread (String type) {
manageType = type;
}
public void run() { synchronize
synchronized(SYNC) { =5
try {
if ( manageType.equals("READ") ) {
File f = new File("Test_367.txt");
if (fexists()) { // 2ref LrAO| EXSIH LLLIES &S

BufferedReader br = new BufferedReader(new FileReader(f));

br.close();
}
} else if ( manageType.equals("DELETE") ) {
File f = new File("Test_367.txt");
if (fexists()) { // T+eF MU O| EXYSIH LS AFA|g
f.delete();
} else {}

}
} catch (IOException e) {

} 35

| Z§H|0f| locko| Z2{Af
hread7} 2% £ girt.
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1: Connection conn = null; OIMSIA| pi2 AL
2: PreparedStatement pstmt = null;
3:try {

conn=getConnection();

4
5 .
6: pstmt = conn.prepareStatement("SELECT * FROM employees
7 where name=?");

8 .

9: conn.close();

10:  pstmt.close();

11: }catch (SQLException ex) {...}
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1. Connection conn = null;
2: PreparedStatement pstmt = null;

3:try {

4. conn=getConnection();

5 ..

6: pstmt = conn.prepareStatement("SELECT * FROM employees
7 where name=7?");

9:} catch (SQLException ex) {..}

10: // RS AFESELL SiA| Al 24 finally= 0| A 2HCE.

11: finally {

12: if ( conn!= null ) try { conn.close(); } catch (SQLException e){...}
13: if ( pstmt!= null) try { pstmt.close(); } catch (SQLException e){...}
14:}
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2 private String[] colors = {"b", "b", "b"};

3: public String[] getColors() { return colors;
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}

String[] colors2 = getColors();
colors2[0] =

OlEg ETF AS I, colors[0]27?

KISA

O QIE LI X T 2

4]



I E l 2] el % pri ivate Hﬁ @j —.@19& E’ =]

\ljl'd\

1. orfst 2
2: private String[] colors = {"b", "b", "b"};
3 L1go| EYSH =X &
4: public String[] getColors() {
5 String[] ret = null; /
e 6 if ( this.colors !'= null ) {
7: ret = new String[colors.length];
8
9

for (inti = 0; i < colors.length; i++) { ret[i] = this.colors[i]; }

}

. 10: return ret;
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